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Popularization and price reduction 
of mobile devices

 - Large volumes of mobility data;
 - Big Data.

1 . MOTIVATION

I love my cat!
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Registering traces about our daily routines

Multidimensional and sequential data

1 . MOTIVATION

        

Moving Object Trajectories
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2. Trajectory Representation 
Evolution
FIGURE (a) < 2007 Raw Trajectories

FIGURE (b) = 2007 / 2008  Semantic Trajectories 
   
         (Spaccapietra et. al. 2008)

FIGURE (c) In 2019 Multiple Aspect Trajectories

         MASTER MODEL  [Mello et. al. 2019]
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Privacy concerns and violations

Re-ID       >  joining external data

Identifying behaviors:

 - A frequently visited place;
 - Sequence of two visited places;
 - Only the time.

3 Problem Statement
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4. Privacy and Anonymization 
Basic Concepts

Anonymization Objectives

Data Mining

- Data Utility Preservation
- Statistical Data

- Microdata (info. about      
individuals)
- Aggregated Data

- Selective Releasing
- Space Transformation
- Nearest neighbors / 
  Fake Data Querying

Data PublishingData Querying
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4. Privacy and Anonymization 
Basic Concepts

Attack Models

- Adversarial Knowledge
- Mobility-behavior

- Probability-based attacks
- Machine learning attacks
- Quasi-identifier linkage

Re-identification 
Attack

Attribute-linkage 
Attack
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4. Privacy and Anonymization 
Basic Concepts

Anonymization Techniques

Suppression Generalization Masking
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5. Trajectory Anonymization 
Methods

Trajectory Anonymization Methods

Spatial Dimension

- NWA [Abul et al. 2008]
- P2kA [Pensa et al. 2008]
- anonTraj [Nergiz et al. 2009]
- CTR [Mahdavifar et al. 2012]
- WCOP [Kopanaki et al. 2016]

Spatio-Temporal Dimensions

- W4M [Abul et al. 2010]
- Location Permutation [Domingo-
Ferrer 
   and Trujillo-Rasua 2012]
- ICBA [Gurung et al. 2014]
- kt,   -anonymity [Gramaglia et al. 
2017]
- TOPF [Dong and Pi 2018]
- DynamicSA [Shaham et al. 2019]

Multiple Aspec TrajectorySemantic TrajectoryRaw Trajectory

Semantic Dimension (POI)

- CAST [Monreale et al. 2011]
- SeqAnon (framework) 
  [Poulis et al. 2014]

Spatial, Temporal 
and Semantic Dimensions

- YCWA [Huo et al. 2012]
- [Agir et. al. 2016]
- Trajectory Reconstruction 
   [Dai et al. 2018]
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Generalization
Suppression

Personalized

- Agır et al. [2016]~

- Trajectory 

Reconstruction

[Dai et al. 2018]

- NWA [Abul et al. 2008]
- P2kA [Pensa et al. 2008]
- anonTraj [Saygin et al. 2009]
- TOPF [Dong and Pi 2018]
- DynamicSA [Shaham et al. 2019]
- CAST [Monreale et al. 2011]
- YCWA [Huo et al. 2012]

- ICBA [Gurung et al. 2014]
- WCOP [Kopanaki et al. 2016]

Condensation

- W4M [Abul et al. 2010]

- SeqAnon (framework)
[Poulis et al. 2014]

Perturbation

- CTR [Mahdavifar et al. 2012]

- Location Permutation 
  [Domingo-Ferrer and 
   Trujillo-Rasua 2012]

- kt, -anonymity 

  [Gramaglia et al. 2017]

3

5. Trajectory Anonymization 
MethodsAnonymization Technique
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Twitter-FoursquareOrange CDR (call detail records)

- anonTraj [Saygin et al. 2009]*

- CTR [Mahdavifar et al. 2012]

- ICBA [Gurung et al. 2014]*

- TOPF [Dong and Pi 2018]

Datasets

5. Trajectory Anonymization 
Methods

- Agır et al. [2016]- kt, -anonymity 

  [Gramaglia et al. 2017]

3

GeoLife

- WCOP [Kopanaki et al. 2016]

- DynamicSA [Shaham et al. 

2019]

- YCWA [Huo et al. 2012]

- Trajectory Reconstruction 

   [Dai et al. 2018]*

GeoLife

- P2kA [Pensa et al. 2008]

Brinkhoff’s Oldenburg / Synthetic

Pisa

- CAST [Monreale et al. 2011]
- W4M [Abul et al. 2010]

~

San Francisco Taxis

Gowalla

- Location Permutation 

[Domingo-Ferrer and 

Trujillo-Rasua 2012]

- SeqAnon (framework)

  [Poulis et al. 2014]

Trucks

- NWA [Abul et al. 2008]

* Uses synthetic data
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5. Trajectory Anonymization 
MethodsComparison with Other Methods

- ICBA [Gurung et al. 2014]

- TOPF [Dong and Pi 2018]

- W4M [Abul et al. 2010]

- Location Permutation 

  [Domingo-Ferrer and Trujillo-Rasua 2012]

- TOPF [Dong and Pi 2018]

- YCWA [Huo et al. 2012]

- DynamicSA [Shaham et al. 2019]

- P2kA [Pensa et al. 2008]

- NWA [Abul et al. 2008]

- anonTraj [Saygin et al. 2009]
- CTR [Mahdavifar et al. 2012]
- WCOP [Kopanaki et al. 2016]
- CAST [Monreale et al. 2011]
- Agır et al. [2016]
- Trajectory Reconstruction
   [Dai et al. 2018]

- kt, -anonymity [Gramaglia et al. 2017]3

~

Nome

Others for query answering

- SeqAnon (framework) [Poulis et al. 2014]

<

<

<

<
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6. Research Challenges and 
Opportunities

PPDP       >  raw or semantic trajectories

Together, not dissociated:

 - Latitude and longitude, the POI name, and
   time      > single point

Exploring dimensions (MASTER model)

More Details
Easier to ID
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6. Research Challenges and 
Opportunities

Challenge and 
Opportunity 
to privacy research

Time alone

Each user      >  different 

Movelets [Ferrero et al. 2018] and MASTER Movelets 
[Ferrero et al. 2019]

 - Explore all dimensions
 - Characteristics that distinguish
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Thank You!
Trajectory Data Privacy: 
Research Challenges and 
Opportunities
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